APPLICATION NOTE
FEDERATED WINDOWS DOMAIN SSO

Building partner networks is crucial in
today’s competitive corporate landscape.
Companies that can offer flexible on-line
access to the required resources 24/7 can
create competitive advantages to their
rivals.

It is always difficult to grant access to
outsiders. By allowing the partner into your
network, you are placing trust to the other
organization and their employees. But to
ensure survival, companies may be forced
to do so.

The content that you provide to your
partners may be accessible through an
application server (J2EE or .NET), Web

Ubilogin provides out-of-the-box Federated
Windows Domain Single Sign-On. Using
Ubilogin it is possible to protect your
valuable resources and grant secure access
to your partners from their own Windows
Domain, providing Single Sign-On for them.

By protecting your services with Ubilogin
Web Agents, it is possible to integrate
Partner Windows Domains to the
authentication and authorization
infrastructure and  provide federated
Windows domain Single Sign-On to any of
the application servers and platforms
supported by Ubilogin. The integration to
the partner network is achieved securely
with the Ubilogin Windows Integrated

server or an integrated collaboration
platform such as Microsoft SharePoint
Services.

No matter what platform companies choose,
the integrity of the information should be
preserved and it should be shared in such a
manner that does not compromise other
network assets in the company to outsiders.
Most application servers and platforms
provide basic authentication methods for the
user authentication, but are usually limited
to passwords, which is a weak
authentication mechanism or to certificates
that are very difficult to maintain and deploy
to your partners.

Authentication Agent, which is installed to
the partner network. Windows
Ayuthentication Agent takes care of the user
authentication to your services, and
provides the crucial Single Sign-On services
to your partners and customers.

The benefits of providing easy on-line
access to your resources are reached using
Ubilogin  Web Agents. Customers and
partners will appreciate the easiness of
doing business with your company 24/7 and
you have total control on who can access
and what as Ubilogin provides flexible
authorization policies and over 20 different
authentication methods to protect your
resources.
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BENEFITS

Secure and simple partner access to your services 24/7

Single Sign-On to all Web services protected by Ubilogin Web Agents
Federated Single Sign-On from the partners’ Windows domain
Additional authentication methods for flexible user authentication
Enhanced productivity through better information availability

Easy and cost efficient deployment

Ubilogin products enable you to offer Federated Single Sign-On to
your partners and customers thus providing secure and simple
access to your services 24/7. Single Sign-On from partner Windows

Domains provides a distinct competitive advantage over traditional

services that require tedious password or certificate based

authentication. Federated Single Sign-On reduces your and your
partners costs of doing business on-line.
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