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INTRODUCTION

What we’ve seen when we’ve been dealing with the
extranets and e-Services, where companies can offer
always available, easy-to-use customer services to their
own stakeholders, is that there’s a certain development
path for the service itself. This short paper discusses
briefly about these steps from the identity management
perspective in the development path and tries to explain
and list the benefits that companies deploying e-Services
can achieve by taking a simple or bigger step forward.

We saw very simple extranets already years ago, where
Internet facing services were deployed so that customers,
partners and other stakeholders could access some data
over the net. The first generation of extranets didn’t offer
too much in terms of functionality, mostly they were there
just for sharing of information, such as price lists. But the
modern multi-site e-Services can offer so much more for
customers, partners, or other stakeholders. Companies
today are not just standalone islands, and the traditional
borders between businesses are disappearing when
different types of business ecosystems are formed.

The evolution in the e-Services can be also seen in how
they are using digital identities as enablers. The first
extranets were relying on very simple methods of verifying
the user identity, whereas the modern counterparts can
utilize several methods for verification, including identity
federation and utilizing identities from other sites or
resources. Access decisions are not made based on simple
yes/no authentication, but according to what the user is
authorized to do by evaluating role or attribute type of
information delivered to the application.

e-Services evolve through time. By reading this paper you
can quickly see where you stand in the evolution path, and
see what benefits lie ahead should you choose to further
develop your own e-Service solutions. Identity can be a
true enabler, not just an inconvenient mandatory security
method.

The e-Service Maturity Model

GlobalSign has been delivering authentication and identity
management solutions to e-Services for more than a
decade. From this experience we’ve come up with a
maturity model that describes how e-Services tend to
develop, and how they integrate various authentication
and identity management features when they evolve.

The maturity model can be divided into four distinct steps
with major developments on how e-Services utilize
identity information. Within these four steps there are
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minor developments that can be described as well. Each
evolution changes how the e-Service takes advantage of
authentication, single sign-on, federation, roles, identity
attributes and so on. The evolution path from the identity
relationship and access management (IRAM) perspective
typically follows the growth of the e-Service. The service
can start with basic features and functions, and due to
growth or regulatory demands, new features will be
added. The IRAM functions should follow the same path,
as the value of identity information for the e-Service
becomes much more tangible.
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Figure 1 e-Service Maturity Model

e-Service 1.0 Standalone Services

The e-Service sites that are initially deployed may rely on a
simple model, where everything is concentrated into the
single e-Service architecture. This could be a simple web
application server with a database attached to it to store
the users and their passwords and some simple data about
them. Most likely, the user identities (username +
password) are stored to the platform’s own user database.

Benefit Drawbacks

Quick and easy to Managed by IT

implement

Simple Password reset costs
Only password
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e-Service 1.1 Separate Standalone
Services

A natural evolution might occur, when another site
spawns, with a similar architecture. This is just a minor
upgrade to the e-Service hierarchy, and might not require
anything new. If you can keep things simple, this might be
a workable solution, but here the user identities are
separate, which makes it a bit inconvenient for the end
user if they have to have accounts in both sites.

Benefit Drawbacks

Just like 1.0, easy and Scaling issues
quick

Multiple user identities

Only password

e-Service 1.2 Single User repository

N @\&Z/\J

When users start to complain about having to maintain
two accounts, or the IT department gets fed up with two
separate databases, a merge can happen, where the user
identities are handled in a single database. This can ease
the registration pain for the customers, but still they need
to login separately to each site, even if they have a single
identity.

Benefit Drawbacks

Just like 1.0 and 1.1,
easy and quick

Scaling issues

Centralized logging Password management

issues
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Multiple logins (no single
sign-on)

Only password

e-Service 2.0 Introducing Single Sign-
On (SSO)

Once the number of sites grow, and the inconvenient
multiple logins start to deter customers, it’s time to
introduce a single sign-on (SSO)solution such as GlobalSign
SSO. When using GlobalSign SSO, e-Services can benefit by
having a single user repository, and single sign-on between
services. The main benefit of SSO in this case is user
convenience. Other tangible benefits include cost savings
in password and identity management, centralized policy
control and improved risk mitigation.

Benefit Drawbacks

Easy for the end-users Only for a particular e-
Service solution / site /
multisite

Single identity for all
connected e-Services

Only password

Single sign-on and
single logout

Centralized logging

Policy based control
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e-Service 2.1 Social Identities
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Social is all the rage now. And there’s good reason for that.
The chances are that almost all your customers have a
social identity that they are comfortable with. When using
GlobalSign Trust, the e-Service solution can integrate
external authentication mechanisms to the services. The
biggest benefit of having a social identity integration is in
the convenience and easiness of registration and login. As
we saw before, social identities with a strong identity can
be used to strengthen the weak identity, while at the same
time retaining the ease of use and wide acceptance by the
end-users. This translates easily into lower cost for the
service as the credentials are issued and managed by an
external party, and better customer satisfaction as users
can utilize their preferred social identity.

Benefit Drawbacks

Extremely easy Still only for one e-
onboarding Service

Social identity for
registration and
authentication

e-Service 2.2 Multi-factor
Authentication
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GlobalSign Trust can connect and support multiple identity
repositories from social identities to national elD
infrastructure. Banks have been issuing credential (TUPAS
in Finland, Bank ID in Sweden etc) to their customers for a
long while now, and in most countries the chosen method
is one-time password (OTP). Some banks use a device
which will generate an OTP with a push of a button, or a
paper based list, or SMS (text message) based. Then
another strong identity category is the government issued
elDs that can also come in multiple formats including
smart cards and mobile based PKI identities. These can be
used to enrich other identities, and if needed, to
implement step-up authentication when security and
confidentiality is of outmost importance

Benefit Drawbacks

Social identity for
registration

Step-Up authentication
only when needed

e-Service 2.3 Ecosystems
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A natural step forward in the business ecosystem building
is to enable your business partners and stakeholders to
gain access to your e-Service resources through identity
federation. This means that once they have authenticated
themselves in their own domain, they can quickly move to
your domain without any extra logins. The necessary
identity information is delivered as part of the process and
for the end-user the transition is transparent. This
convenience combined with the inclusion of social
identities makes customer or partner onboarding
extremely easy and convenient.

One of the easiest ways to build business oriented
federation into your applications and services is to allow
your business partners to use their existing IDs. GlobalSign
Windows AP can provide SSO from a corporate Windows
AD network to your services, or GlobalSign Trust can be
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used to create single sign-on from Office365/Azure AD and
Google Apps into your services. Joining your services when
your customer is already using e.g. Azure AD can be done
in minutes — this is business federation on steroids.

Benefit Drawbacks

Identity integration
across business
domains

Multiple domains linked
with single sign-on

e-Service 3.0 Managing the Identity

In the previous steps, we covered issues around
authentication. The next step happens when identity
information of the user can be better leveraged in the e-
Services. There can be a lot of information attached to a
user identity that the e-Service can utilize to offer better
customer experience through personalization. Role and
attributes delivered to the e-Service can be used to
improve security when the e-Service can determine access
level privileges on a more fine grained level compared to
the yes / no information based on authentication alone.

v Read
v Write
v Delete

HI

v Read
v Write
v Delete

HiIl

v Read
v Write
v Delete

HiIl

Each service might have a different structure how they
model what the end-users can actually do within the site.
Authentication provides the proof of identity, but it does
not include any kind of information of what the user can or
more importantly cannot do.

All web facing applications have database tables or similar
methods of arranging information. When you create these
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tables, you also define how those tables can be modified,
i.e. what the user can do the data stored in that table. This
set of privileges will define how your application data is
utilized.

— ¥ Read
_____ = w— Y Wite
Role / Priviege - | e Delete

¥ Read
v Write
v Delete

Role / Priviege §. \ [ /

\, === v Read
AN T e Y Wite
—db= Delete

Role / Priviege k---. \ v Read

—}
S . v Write

¥ Read
v Write
v Delete

Role / Priviege

It is almost impossible to manage access privileges on a
table-to-table level. Therefore modern applications rely on
roles to enable more intelligent management of user
privileges. A role is typically application specific, as it is tied
to the internal privileges of the application itself. Naturally
there are quite a bit of generic roles such as “employee” or
similar. But, these won’t cut it when we’re talking about
application roles. Sure, they can be a part of the role set,
but if application specifics need to be taken under
consideration, each application might have their own
unique role set.

People who manage access privileges won’t have to worry
about the complexity shown, they just have a simple set of
access roles that need to be assigned to the end-users. If
you manage these roles application per application, you
can manage quite easily with a small number of users, and
a very limited set of applications. Once the number of
either category grows, you're faced with the management
challenge.
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Benefit Drawbacks

Role based access Scaling issues
control

Access based on Work done by the e-

authorization Service admins

Finer access decisions Roles managed in

possible applications

e-Service 3.1 Externalize the Identity
Information
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One step to alleviate the management challenge to a
degree is to use an external or centralized system, which
can deliver this role information to applications. This way,
you don’t have to build in the role management to each
and every application you develop or deliver. All you need
to do is to create the ability to utilize the role information
coming from the centralized resource.

This is also typical for a federation use case, where
identities travel from one identity domain to another. In
federation however, there should be some kind of hub
that has enough intelligence to translate the roles from
one identity domain to roles understood in the other. This
is what GlobalSign SSO does.

Benefit Drawbacks

Role Based Access Scaling issues
Control rules managed
separately

Ability to use external
identity information

Still managed by
e-Service admins or the

from federation service desk
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At this point, we are also talking about a central repository
of identity information, not just role/privilege information.
A load of identity attributes such as addresses, phone
numbers, delivery addresses, loyalty information, etc. are
stored for each user. Some of the information can come
from external sources, such as the social security number,
or from the back-end systems of the company running the
solution. Naturally, this type of information can be present
in the earlier stages of the e-Service Maturity Model, but
we’re trying to keep things simple and introduce the
identity attribute management at this stage, where it’s
most obvious.

e-Service 3.2 Centralized Identity
Management

e jm e

ol
[P

K
Ll
S
=
i

&=

- A o

fm ||
g

1o

I

Transferring the role information to a centralized resource
does not however take away the management burden if
you are running several applications with hundreds or
thousands of users. You are still trying to manage the
identities and role information of all your incoming
customers, partners, stakeholders, employees, etc. The
complexity grows quickly with new applications, and
especially the identity management of external identities
might become something of a pain. This pain can be so
severe that you might consider simplifying access roles so
that the whole thing can be managed. Simplification can
be one way to reduce the burden, but it might lead to
compromises in terms of security and traceability.

When you externalize the roles out of the application or
e-Service you have the chance to create more business
oriented roles. Some technology platforms, such as MS
SharePoint have built in roles that are technical in nature.
Now, you can create business roles that are translated to
technical roles understood by SharePoint.
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Benefit Drawbacks

Supporting multiple Scaling issues
services

Business oriented roles  Still managed by e-
Service admins or the
service desk

e-Service 4.0 Full-Scale ID Lifecycle
Self-Management
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The biggest step in the e-Service Maturity Model from the
identity management perspective happens when you
enable your own customer and partners to manage their
own identities, identity attributes, and assign roles to
those identities. This will completely remove your
management challenge, improve customer satisfaction,
give better compliance, improve loyalty, reduce churn, and
improve security among other things. The trick is to allow
your customer organization to take control of the
identities you have for them. Your customer can invite
people into the site, activate new services through self-
service functions, authorize their own employees properly,
or even authorize people from other organizations to
represent your organization in the service. This can be site
specific or on a project-by-project basis. Your customers,
partners and stakeholders will also maintain accurate
information about their identity attributes by themselves.
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Benefit Drawbacks

Utilization of role /
attribute information

Business oriented roles

Proper authorization of
users

Accurate identity
information

Close to zero
management cost for
the e-Service provider

CONCLUSION

The e-Service Maturity Model can give clues on where
your services stand as of today, and where you could
develop those services. Identity Relationship and Access
management can be used to cut cost and deliver new
business related services to your customers.

There is a path or common steps in all the e-Service
solutions that we are seeing. The services evolve through
time, and will gain new functions and the usage of the
services will grow. All of these changes also have an
impact on the identities that are using them. Identities are
assets to any business, and assets need to be taken care
of. Identity Relationship and Access management solutions
can be used to maximize the potential of user information
in your services.

Improving your services and customer satisfaction is the
key to your success. This paper showed one view on
developing e-Services by modeling the growth of the
digital identity from a mere zero utility username to a
valuable asset that can help your business grow.
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DELIVERY MODELS

How you deploy your Identity Relationship and Access Management solution is very important. Experience has shown us that it
is best to start with a handful of applications/services and then extend the IRAM solution to cover more services, include
additional authentication methods, new workflows, and back-end integrations. The easiest way to implement IRAM would be
to sign up with an Identity as a Service (IDaaS), available also from GlobalSign. With IDaa$, you get a fixed set of functionalities,
authentication methods and other features. If you need something out-of-scope of the IDaaS provider, you can opt for a private
cloud delivery model, or have the IRAM solution installed on-premise.

For private cloud and on-premise installations, GlobalSign can offer the quickest and risk-free delivery model with a pre-
configured IRAM solution, GlobalSign IAM-Easy™. With 10 years of experience in delivering IRAM solutions to various
customers, we have created this best-practice deployment model, which can be up-and-running in weeks instead of months.
After the initial deployment, the delivered IRAM solution is fully configurable, and can be extended and modified to
accommodate new services, authentication and federation needs, RESTful API integrations, customized workflows, etc. With
GlobalSign products, no coding is required, not even when integrating the online services to the IRAM solution thanks to our
extensive support for industry protocols and off-the-shelf integration components.

"GlobalSign CustomerlD managed to cut down our
corporate customer registration time from 2 days to 5
minutes generating us cost savings of over 1ImS / Year."

-Mobile Network Operator
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INQUIRE ABOUT GLOBALSIGN’S IDENTITY RELATIONSHIP AND ACCESS
MANAGEMENT SOLUTIONS FOR THE EXTENDED ENTERPRISE

To inquire about IRAM for the extended enterprise, please contact us at www.globalsign.com. We would be happy to discuss

your specific requirements.

For further information, data sheets, guides, white papers on GlobalSign solutions for Identity Relationship and Access
Management for the extended enterprise please go to:

https://www.globalsign.com/en/identity-and-access-management/

ABOUT GLOBALSIGN

GlobalSign, founded in 1996, is a provider of identity services for the Internet of Everything (loE), mediating trust to enable safe
commerce, communications, content delivery and community interactions for billions of online transactions occurring around
the world at every moment. Its identity and access management portfolio includes access control, single sign-on (SSO),
federation and delegation services to help organizations and service providers create new business models for customer and
partner interactions. GlobalSign’s core digital certificate solutions allow its thousands of authenticated customers to conduct
SSL secured transactions, data transfer, distribution of tamper-proof code, and protection of online identities for secure email
and access control. GlobalSign’s solutions are designed to address the massive scalability demanded by the emerging $14.4
trillion IoE market, where the ability to make secure networked connections among people, processes, data and things, will
require that every “thing” have a trusted identity that can be managed. The company has offices in the U.S., Europe and
throughout Asia. For the latest news on GlobalSign, visit www.globalsign.com or follow GlobalSign on Twitter (@globalsign ).

GlobalSign Americas
Tel: 1-877-775-4562
www.globalsign.com

sales-us@globalsign.com

GlobalSign EU
Tel: +32 16 891900

www.globalsign.eu
sales@globalsign.com

GlobalSign UK
Tel: +44 1622 766766
www.globalsign.co.uk

sales@globalsign.com

GlobalSign FR
Tel: +33 182 88 01 24

www.globalsign.fr
ventes@globalsign.com

GlobalSign DE
Tel: +49 30 8878 9310

www.globalsign.de
verkauf@globalsign.com

GlobalSign NL
Tel: +31 20 8908021

www.globalsign.nl
verkoop@globalsign.com
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