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* VP of Sales Engineering

* Long history in telecom industry

« Participation in standardization efforts

* Marketing Manager

+ 15years in information security '
+ Participation in standardization efforts ' ,
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Q GlobalSign is an identity services company providing cloud and on-premise IAM and PKI
B O U I U S solutions for enterprises needing to conduct safe commerce, communications, content

delivery and community interactions.

R [ Over 5000 Global partners

Over 30 000 Customers
<IN 300 000 Companies use our
;-\_,,;’. TR IAM technology each month

Singapore
CA InfmStructure

Over 10 years of experience in
Identity and Access
Management
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AGENDA

SEEKING THE RIGHT PARTNERSHIP(S)

Mobile Network Operators and online service providers

finding each other

A PROPOSAL YOU CAN'T REFUSE

What will be the proposal for the online service provider

that is too good to pass

GROWING TOGETHER

Mobile Connect and identity and access management can

provide growth paths for both the mobile network operator

and the online service provider

GlobalSign.
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MOBILE PKI

From the early days of
Mobile PKI in 2007. Native
ETSI MSS support

STANDARDS
GlobalSign IAM Team has
been participating in the
standardization of IAM

protocols for years

GlobalSign.
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KATSO

e-Government identity &
authorization management
portal. 104 connected

online services

®
() ()
mm
FEDERATION

Our technology is used in

large scale federation
networks linking dozens or

hundreds of organizations

WE'VE BEEN
THERE




~ CHICKEN & EGG
< - ISTHIS A
- PROBLEM?

Mobile Network Operators have the opportunity to remove the

biggest obstacle in Service Provider onboarding — the

customers. With millions of subscribers and potential Mobile
Connect users the MNO is well positioned to offer convenient

user authentication to online services
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English (UK)

mobile

connect
Secure Private Convenient

Learn more (3)

Connecting you

Mobile Connect is a secure way to log into websites and
applications, without having to remember multiple usemnames
and passwords,

To use Mobile Connect you need to be directed to your mobile
network. Just enter your mobile number below to continue.

Mobile number (including country code)

+44

Next

GlobalSign.
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THIS IS IT
- [RULY
GLOBAL

Mobile Connect is a federated protocol, so no matter where you
are or which service you are using, the experience at the service
provider is always the same. All you have to remember is your

phone number — and have a mobile device




CHANGE
£ RESISTANCE
- NEW TECH?

Online service providers already have selected their

technologies. Adding new, and sometimes viewed as critical,
technology causes change resistance — MNOs need to make the
integration as easy as possible for the service provider —

preferably without adding complexity

GlobalSign. °
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b S'mNDARDs LIFEX o
M7 RDicuows) I@
WE NEED To DEVELOP
. || ONE UNNERSAL STRNOARD ,
SITUATION: THAT COVERS EVERVONES SITUATION:
THERE ARE : : THERE ARE
M COMPETING \ hl 5 COMPETING
STANDPRDS. 55 STANDPRDS.

@ ciobalsign.

FACT OF LIFE
MULTIPLE
STANDARDS

For implementing mobile phone authentication there are multiple
standards you can pick up. But the online services can also

utilize different standards for external authentication.




TOTP >

OAuth 2.0 >

Mobile Connect —

FIDO >

ETSI MSSP (e.g. CPASS, GSMA) >

1999 2011 2012 2014 2015

2002 2003 2005 2006 2007 2008 2012 2014 2015
SAML 1.0 SAML 1.1
SAML 2.0 >
Liberty Alliance ID-FF]-

WS-Federation 1.1 >
e Open|D 1.0 sessssssssssssssssssssnssnnnnnnns Open|D 2. ceresssssssssssssssssssesennan Open|D Connect )
— Mobile Connect —>
OAUth 1.0 sesssssssssssssnnnnnnnns OAuth 2.0 | >
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STRONG

Authentication is based on One-time-passwords as an PKI, biometrics, multi-factor
the presence of the token SMS message, mobile methods

(mobile device). Swipe, generated (offline), list etc...

click ok etc...

o GlobalSign. a
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THE FIRST DATE

< > @ 4 > l.--
GSIMTIA.

WWW APl Exchange
A For the GSMA by Apigee

ﬁ OpenlID Connect

(N
A '

)

GlobalSign GlobalSign
Authentication Server Authorization Server

W Native support for
e.g. ETSI MSS

M Openl|D Connect /
MobileConnect
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OVERCOME RESISTANCE
.l

“
GSIMIA.
APl Exchange
P For the GSMA by Apigee
SAML/ ﬁ OpenlID Connect

WS-Federation
)
A v K

GlobalSign GlobalSign
Authentication Server Authorization Server

W Connected to the SP
using e.g. SAML

B Native support for
e.g. ETS| MSS
B Open|D Connect /

MobileConnect
discovery by MNO

O GlobalSign.
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ENRICH THE RELATIONSHIP

www APl Exchange
A A For the GSMA by Apigee
i OpenID COn neCt E Subscriber attribute data
D g
A v v

GlobalSign
Authentication Server

W Native support for

GlobalSign
Authorization Server

OpenlID Connect / MobileConnect

Connected to the MNOs CRM

Other systems connected (REST APISs)
CustomerlD self-service workflows for registration,
ID managemenlt, reset, invitations, authorization
management etc

Subscriber a
. data
o GlobalSign.
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e.g. ETSI MSS




FLOURISH

f lllllllll
« > @ D B > GSIMA.

L APl Exchange
WWW For the GSMA by Apigee

@ ﬂ OpenlID Connect
i
17" OpeniD

SAML / WS-Federation

Third party
Authentication

GlobalSign GlobalSign
Authentication Server Authorization Server Go gle

m Native support for Al refevant =
e.g. ETSIMSS standards including = = banle

MobileConnect
W 20+ supported n Office 365

authentication
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TINDER
é_—‘ """""""" @@@ T

/u =
WWW wWWw WWW WWwW GSITIA.
3 i i 7 APl Exchange
\‘ + 6 l,’ For the GSMA by Apigee
y J P
GlobalSign Cloud
’
® MobileConnect »
W OpenlD
B OpenlD Connect
B OAuth
= SAML

W WS-Federation

A
i Web Service call

v

MNO Authentication
Server

B GlobalSign / 3rd party
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THIS NOT A

TECNOLOGY
o ISSUE

-1T'S A
BUSINESS
OPPORTUNITY




BENEFITS

IT'S EASY

Solutions such as GlobalSign IAM can enable Mobile

Connect in a matter of weeks (we’ve done it)

USERS LOVE IT

No more passwords. No more tokens. One identity —

multiple services. Increase loyalty.

GROWTH

Reduced churn and acquire new business customers
from online service providers. New business

opportunities.

GlobalSign.
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IT'S EASY

Multiple standards are available to integrate the online

services to Mobile Connect

USERS LOVE IT

No more passwords. No more tokens. One identity — all

your services and partner networks. Increase CX

GROWTH

For the service providers new business and consumer
customers through the operator subscribers, easier

conversion




THE RIGHT WAY

@ Start small, selected
[ ey

users, a few services

PROOF

Begin with a single

service and a pilot group
to evaluate

GlobalSign.
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With a proven model
deploy to the whole

footprint

LAUNCH

Integrate all your services
and launch to your

customer base

Become a true Identity

Provider and an attribute

service

BECOME MORE

Include stronger
authentication options,
link Mobile Connect with

existing accounts




® BUSINESS
MODEL

Subscription model for

online service 0
providers ATTRIBUTES \d

Online service

Monthly / providers can query

CLEAR

Per user / additional attributes

Per transaction / about a user. Stronger Transparent and clear

Free authentication, step- pricing models for

up, and confirmation online service

with LOA3 and LOA4 providers

@ clobalsign.
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AND THEY LIVED HAPPILY EVER AFTER
W T ™

MUTUALLY BENEFICIAL

Both the mobile network operator and the online service

provider will benefit from the relationship

COMPETITIVE EDGE

Ease of use, security, convenience and overall smooth

customer experience will give you a competitive edge

GROWTH

It's not just authentication. Mobile Connect will help you
better know your customers. Single identity can create
new business opportunities, increase conversion and

reduce churn.

@ clobalsign.
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THANK YOU
MOBILE

. WORLD CONGRESS

BARCELDNA 22-25 FEB 2016

STAND 7J12, HALL 7
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Information

GlobalSign, founded in 1996, is a provider of identity
services for the Internet of Everything (IoE), mediating
trust to enable safe commerce, communications,
content delivery and community interactions for
billions of online transactions occurring around the
world at every moment.

US: +1 603-570-7060

FI: + 358 9 251 77250
UK: + 44 1622 766766
EU: +32 16 89 19 00

sales@globalsign.com
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