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When to migrate 
your IAM system

Many scenarios call for a migration from one identity and access management 

(IAM) system to another. But how do you know when it’s time to move on?

Let’s look at 8 common examples of when migration is required and the drivers 

behind them:

 — E X A M P L E  1 :  YO U R  I N - H O U S E  D E V E L O P E D  S O L U T I O N  H A S 

B E C O M E  U N M A N A G E A B L E …

…and is taking too many developer and support resources from the core 

business.

Many companies fall victim to developing and maintaining in-house tools, 

consuming untold expert resources that could be working on truly unique 

core business logic that differentiates your products and services from that of 

competitors.

Companies that recognise this issue should look for modern developer-friendly 

tools and components, that do all the heavy lifting and provide clear API 

integration points to local business processes. This moves projects forward 

faster, gets services to market quicker and frees up developers to add true value 

to your business. 

 — E X A M P L E  2 :  YO U R  L E G A C Y S Y S T E M  H A S  P E R F O R M A N C E , 

U S A B I L I T Y O R  S C A L A B I L I T Y I S S U E S

As organisations grow - and the user accounts, roles and attributes grow with 

them - they may find that their once-adequate IAM system no longer performs 

at scale. Slower logins, painful management or simply hitting system limits may 

force a company to seek a replacement.

TIP: Find out more about 

building IAM capability 

in-house versus buying 

from an IAM provider in 

our white paper: Build vs 

Buy: IAM.
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 — E X A M P L E  3 :  YO U  WA N T  T O  S I M P L I F Y E N V I R O N M E N T S

Complexity has a cost. Simplifying an enterprise architecture across an 

organisation and consolidating services can reduce costs on multiple levels: risk 

of failure and licencing costs can both be reduced. A highly siloed organisation 

may have multiple services performing the same functions in different business 

units that could be combined into an organisation-wide platform with a new IAM 

system.

 — E X A M P L E  4 :  YO U R  C O S T S  F O R  L I C E N S I N G  M O D E L S , 

H O S T I N G  A N D  M A I N T E N A N C E  A R E  T O O  H I G H

Cost models that once seemed attractive may, quite suddenly, become 

unattractive or even unsustainable. Changes in policy or business models may 

cause product vendors or hosting services to adjust or renegotiate contracts. 

Or changes in your own organisation – such as expansion into new regions, or a 

large increase or decrease in user or transaction volume – may suddenly swing 

the cost structure in such a way that the company must find an alternative.

Maintenance costs of legacy systems can grow as the pool of specialists shrinks 

and talent moves to newer technologies. In the worst-case scenario, inability 

to find or attract staff to maintain and develop systems can lead to the risk of a 

critical business function becoming unsupportable. 

 — E X A M P L E  5 :  YO U  N E E D  T O  M A I N TA I N  A  S TA N D A R D 

O P E R AT I N G  E N V I R O N M E N T  D U R I N G  A M E R G E R  O R 

A C Q U I S I T I O N

When two companies combine, identity management can be an efficient way 

to rapidly combine the services of two organisations. This allows customers 

of the acquiring company to use their current credentials and accounts to 

access the services of the acquired company, and vice versa. However, over 

time, maintaining two separate systems can become a burden – especially as 

rebranding of one of the services occurs, causing confusion over which account 

is which.

Like other IT infrastructure, a desire to standardise the operating environment 

between both companies may involve migration of all users from one system to 
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the other. In some cases, it may be an opportunity to migrate away from both 

platforms to a new, better solution.

 — E X A M P L E  6 :  YO U  N E E D  B E T T E R  S E C U R I T Y A N D 

C O M P L I A N C E  F R O M  YO U R  I A M  S Y S T E M

As laws tighten across industries, existing IAM solutions may no longer 

adequately meet new requirements. We have seen this over the years with 

examples such as SOX, HIPAA, regional data protection regulations, financial 

services directives - and more recently, GDPR and PSD2.

Such standards demand tighter data management, audit trails, encryption 

throughout data lifecycles, specific identity proofing and authentication 

requirements. Other examples are accessibility requirements or laws requiring 

personal user data to be stored only in - or always replicated to - the home 

jurisdiction of the user.

 — E X A M P L E  7 :  YO U R  C U R R E N T  S O L U T I O N  D O E S N ’ T  O F F E R 

C E R TA I N  S O F T WA R E  F E AT U R E S 

A system that once looked shiny and new may lose its shine if it doesn’t keep 

up with the latest integration methods and authentication capabilities. It may 

become costly, or even impossible, to integrate with more modern applications 

or new cloud services. It may also become incompatible with the way your team 

deploys environments, using techniques that were used as recently as a few 

years ago.

 — E X A M P L E  8 :  YO U R  L E G A C Y S Y S T E M  H A S  B E C O M E  E N D - O F -

L I F E  A N D  I S  N O  L O N G E R  S U P P O R T E D  B Y T H E  V E N D O R

Sometimes, for commercial reasons, the software that is at the heart of your 

identity system becomes end-of-life and the vendor announces that support 

is ending as they change their own focus through restructure, merger or 

acquisition. Running non-supported software is an unacceptable business risk. In 

this case, it is important for business continuity to find a replacement solution – 

often preferably one that can be replaced with the least disruption possible.
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Throughout the examples above, there are common motives for migrating an 

IAM system, including:

 ǻ Security – ensuring user data, projects and tools remain protected by using 

proven best practices.

 ǻ Compliance – meeting requirements from industry regulators.

 ǻ Usability – keeping up to date with current user expectations and enabling 

modern technical integrations.

 ǻ Cost – often in the form of reducing work effort in maintaining legacy 

systems. Sometimes in the form of reducing hosting and licensing costs by 

seeking modern and optimised solutions.

 ǻ Architecture – simplifying technical deployment models, enabling 

architectures like microservice-based designed, hybrid-cloud or multi-cloud 

deployments.

 ǻ Performance – an organisation may have outgrown a solution that was 

never designed for the scale of users, organisations, roles or attributes that 

the business now has.

There are multiple ways to handle a migration project. What the best option 

is for your company depends on your business requirements but, roughly 

speaking, there are two main strategies: big bang migration and trickle 

migration. Let’s run through the two approaches.

B I G  B A N G  M I G R AT I O N

In big bang migration, a.k.a. ‘rip & replace’, the main idea is to extract data 

from the legacy system, import it into a new one and reconfigure all related 

applications for all users in one go. 

This means that you switch all of the system’s identities to a new system during 

a certain maintenance window, which is usually when there is a minimal traffic 

flow to your applications, e.g. overnight. In many cases, after the change is done, 

users won’t even notice the difference. If the new IAM system is API-based then 

the user interfaces will not need to change – functionality is simply integrated to 

the existing application. If the new system is not API-based, users might have to 

deal with new front-end screens and operating procedures, etc.

Migration 
methods

Why migrate your 
IAM system
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Big bang migration simplifies the planning of the project schedule, since you 

can do the actual data import execution of the project inside a relatively small, 

predefined time window. 

T R I C K L E  M I G R AT I O N

Trickle migration - a.k.a. ‘phased migration’, ‘synchronised migration’ or ‘iterative 

migration’ - involves running the two systems (old and new) in parallel, migrating 

target applications one at a time and decommissioning the old system gradually, 

until everything is running via the new IAM system. 

This method offers a phased approach, which gives you time to monitor a 

successful execution of the step by step migration process, while the services are 

still partly relying on the old system and running simultaneously with the new 

one.

With sufficient planning, either method will ensure success for your IAM system 

migration. Yet it’s important to be aware of the risks of poor planning with each 

method, so these can be mitigated against.

Big bang migration, due to its short time window for changeover, could be 

stressful if something goes wrong during that time window. In comparison, 

trickle migration offers a smaller comparable risk by implementing at individual 

stages, particularly if there is a huge amount of data to be imported.

On the other hand, trickle migration can be more complicated to plan and 

execute since there can be several distinct components affecting the migration, 

meaning the project’s timeframe has more potential to overrun. Also, you 

have to think carefully about the synchronisation between the old and the new 

systems which are in operation at the same time. Therefore, a lot of companies 

prefer the big bang method for IAM system migration at least at the application 

level. This means that one or a few applications would be migrated all together 

in the first phase. Then, later, the other applications can be migrated.

See below for how to mitigate against risk with either 

method. 

Choosing a 
method
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Careful planning ensures on-schedule success and minimises service downtime. 

In order to guarantee a successful execution of your project, consider the 

following steps. 

 ǻ Make sure you have a fresh back up of the data before starting the execution 

phase, and that you test that the backups are functional before proceeding. 

 ǻ Transfer existing customer credentials where possible. The chances are 

that you can import most of the user attributes from the legacy system to 

the new IAM system. However, there might be some attributes that are more 

challenging to transfer, such as passwords or SSNs (Social Security Numbers). 

This type of sensitive information is often saved in a hash format. This is not 

a problem if your new IAM solution supports the same cryptographic hash 

algorithms as the old one. 

 ǻ Allow parallel logins during a migration period (if required). If you choose to 

use the trickle migration method, make sure that the old system is running 

and is accessible at the same time as the new one. You can conduct the 

import in several steps that can be phased in many ways, such as by user 

group, business unit, customer group, region, use case, a target application, 

etc. 

 ǻ Always transfer existing customer account links where possible. Sometimes 

your system has a link to log in via another trusted party’s service, such as 

a social account login or third-party persistent IDs. Another case is where, 

during login, another service returns one or more attributes to match the 

account of a local user. You should preserve these links to the new service 

during the migration project. (more on account linking later) 

 ǻ Thorough testing and audit of access control logic. Both pre-testing and 

post-testing are essential parts of migration projects. Typically, an enterprise 

has a test IAM environment in addition to a production environment. 

Establish the test environment before the production environment and utilise 

it in the pre-testing stage by migrating the system to it. It is also important 

to test the environment after (and possibly during) the migration to see that 

everything is working as planned. Once the test environment is functioning 

you can start to migrate the production environment.

User migration 
top tips
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Importing the user data from your legacy system to a new one is a crucial part of 

the migration project. Here, the migration strategy plays a big role: should you 

get everything imported in one go (big bang migration) or should you run both 

systems simultaneously and move the data in phases (trickle migration). Here 

are some options you can choose from.

O N E - O F F  I M P O R T

In the case of big bang migration, you can use a one-off import method. A 

good option is to use an import tool if it is provided by your IAM provider. A 

ready-made tool makes the process much easier and faster. If such a tool is not 

available, you could create a script that utilises the APIs of the new IAM system 

to import the data. In both cases, everything is imported in one go.

If the passwords (and possibly other attributes) are not stored in a plain text 

format, find out if the new IAM system supports the same hash algorithms as the 

old one. If this is not the case, then you cannot do a one-off data import. 

P H A S E D  I M P O R T

If you can’t do a one-off import, a simple solution is to ask users to re-register 

their accounts to the new system. If the new IAM system facilitates it, you could 

send users an email invitation to a re-registration form in the application itself, 

importing the existing data via APIs where possible. In many cases, some of the 

identity attribute fields can be refilled (e.g. when the invitation is initiated from 

a CRM system). Thus, the user just verifies that everything is correct, accepts the 

terms of use and defines a new password. This is then saved to the new IAM 

system in a hash format.

A challenge may arise if you cannot accept re-registration, or even a password 

reset, as part of the new system’s introduction process. ‘On the fly migration’ 

allows a secure rehashing of existing customer passwords, even if the password 

data is unavailable in the new IAM system. You can import all the plain text 

attributes to the new system and, when a user signs into it for the first time, their 

password validity will be checked against the user directory of the old backend 

service. If it is correct, the new IAM system rehashes and saves the password. 

On the fly migration allows a smooth registration during the login process that is 

transparent to the end user. 

Data import
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When transferring information from the old IAM system to the new one, you 

should preserve account links wherever possible. Use the tools provided by your 

new IAM solution to facilitate the process. Let’s take a look at what this involves.

U S E R - D R I V E N  F E D E R AT I O N

The basic idea of user-driven federation is to let the end user link existing 

third-party system credentials to your online service. This allows users to use 

an authentication method they already own, instead of the traditional new 

username and password combination. The concept is called BYOI (Bring Your 

Own Identity). 

You could link, for example, social accounts such as Facebook, Google, LinkedIn, 

Twitter, etc. or business accounts such as Office 365. If necessary, the linking 

can be verified by using a strong authentication method, like a bank ID, to get a 

verified social identity. From the user perspective, it is a manual linking of two 

authentication methods provided by different sources that do not even need to 

have common trusted attributes. You can do the account linking either by first 

signing in using the existing account or by registering a new account while signed 

into an existing third-party account. 

A simplified presentation of sign in with User-Driven Federation

In the first example, the user already has an account for a given online service 

and would like to link their Office 365 business account to it for smoother logins. 

To begin the linking they have to first visit the online service, choose O365 as 

an authentication method and sign in to it. Next, the user has to further sign in 

with the original online service credentials, after which they can set up the link 

between the accounts. 

Account linking
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Next time, the user can sign in to the online service using the O365 credentials 

and even utilise features such as SSO (Single Sign-On) which allows them to step 

into the service without a separate login if they are already signed in to their 

business account. 

A simplified presentation of account registration with User-Driven Federation

The second option allows you to register a new account utilising your existing 

third-party account. In an example case a user, who is logged in to their Gmail 

account, enters the target service for the first time. They choose to create a new 

account and will get a partly pre-filled registration form with their name and 

email attributes automatically fetched from the Google service. After the user 

has finalised registration, they are able to single sign-on to the target system 

from the internet utilising their Google account.

D I R E C T O RY U S E R  M A P P I N G

Directory User Mapping is quite similar to User-Driven Federation. It offers an 

automatic account linking based on a lookup to a third party user repository. 

The user can sign in to a service using their existing credentials for a different 

service such as Bank ID, Mobile Certificate (Mobiilivarmenne in Finnish) or using 

an identity card. Another common example is to use third party AD’s (Active 

Directory) attributes to find a user’s account from an online service’s repository 

(Centralised Customer IAM in the picture below). During login, one or more 

known trusted attributes are returned from the third party service and are used 

to search and match the account of the local user. As a result of the successful 

mapping, your IAM solution can create an identity to access an online service in a 

single sign-on session.
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A simplified presentation of sign in with Directory User Mapping.

In this third example image a user already has a registered account, thus 

their identity attributes are stored in the Customer IAM user repository. The 

online service requires that a unique attribute(s), such as SSN (Social Security 

Number), is used for identity verification and the attribute has to be fetched 

from a trusted source such as bank, telecoms operator or national population 

registry services. First, the user chooses an authentication source, their bank for 

example, from the list of authentication methods from which the IAM system 

receives the SSN attribute and checks it against its own data repository to find 

the user’s attributes. From the user point of view, this is just like a typical strong 

authentication sign-in process. There is no need to first sign in using the original 

credentials.

An IAM system migration is a relatively big project that potentially introduces a 

lot of new things to users. Some users can be resistant to big changes, so it is a 

good idea to communicate in advance that users should expect a system update 

on given dates. Focus on the positive side and possibilities that the new solution 

provides. Here are some tips and tricks on how to make the introduction of the 

new solution frictionless.

 ǻ Think of it as a data cleansing.  

This is a good time to re-validate and re-verify user attributes to maintain 

data quality. You could even use an incremental approach where you ask the 

users to, for example, check and update one attribute per week such as ” Are 

you still at 12 High Street? Yes/No -> if not correct” or ”Is your phone number 

+3585827756? Yes/No -> if not correct”. 

Final tips
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 ǻ Re-attestation of user rights.  

An IAM migration project is the perfect time for re-approval of access to 

services. It is important that the right persons have access to the right 

areas of your services. A situation where the job role of an existing user has 

changed, or they have left the company, often requires modifications in 

the access credential configurations. Here, a delegated user management 

facility can considerably help the task - where the customer or partner 

organisation’s main user manages the access rights and authorisations of 

company employees. There are several benefits in this approach such as 

increased data accuracy, decreased security risks of abandoned accounts and 

credential sharing, and reduced operational costs for your enterprise. Find 

out more about Delegated Authority here. 

 ǻ Increase security and compliance with regulations. 

There are many business-driven factors to purchase a new IAM system, 

such as increased security and help complying with regulations. You get 

better hashing and encryption algorithms for passwords and other sensitive 

information and you can choose from the latest and best authentication 

methods. Self-service portals let users view and manage their own account 

information which is necessary for compliance with regulations such as 

GDPR and saves organisations considerable amounts of time (and therefore 

money). 

 ǻ Add usability and convenience. 

As mentioned before, users can be resistant to big changes. To soften the 

introduction of the new system, increase usability and convenience. This can 

be achieved, for example, by planning easy-to-use workflows provided by the 

new IAM system and using login with an email address instead of user ID or 

log in with (verified) social identities. If you choose to use trickle migration, 

where both the old and new systems run in parallel for a while, then consider 

keeping the old branding during parallel use and update the visual brand 

later on. 

 ǻ Maintain all things that impact browser heuristics on form fillings. 

This includes hostnames, field names, page elements etc. Use any existing 

browser cookies for discovery where possible. 

 ǻ Encourage and entice users to use the new service. 

Send user invitations such as “We would like to introduce you to our 
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enhanced and easy to use service. You can now assign a new convenient 

authentication method for your account”. To further entice the users, you 

could arrange small competitions and incentives. Getting users to use the 

new system is especially important if you were not able to migrate all the 

attributes to the new system e.g. due to the incompatible hashing algorithms. 

In such a case, these attributes need to be re-created (See the next bullet).  

 ǻ Allow parallel logins via old UI in the case of “on the fly migration”. 

One form of trickle migration is called ‘on the fly migration’ (as described 

earlier). In this phased migration method, you retain the old login for long 

enough that most users would log in to the new system. The idea is to check 

user ID/password combination against the old backend service and, if it is 

correct, save it in the new IAM system. The password is rehashed with a new 

hashing algorithm and the old account is marked as migrated. You might not 

have time to wait for everyone to have logged in to the new system due to 

the licensing costs of the old system. In that case, the remaining users might 

need to re-register or at least reset their old passwords.

As business IT systems keep progressing with digitalisation and innovation, 

migration projects are a necessity. Software must cover more ground and 

requirements are changing frequently; data needs to be consolidated and lots 

of services are moving to the cloud. This is also true of IAM solutions, so make 

sure you select one that satisfies your business needs and is flexible enough to 

progress with your organisation.

Ubisecure Identity Platform offers a scalable and easy-to-integrate 

omnichannel platform for your enterprise’s services whether you are looking for 

an on-premise solution or a cloud implementation, including the option for a 

quick-start deployment with Identity-as-a-Service (IDaaS).

Ubisecure has tools and processes in place to simplify your migration to our 

Identity Platform - with minimal business interruption. Get in touch at www.

ubisecure.com/contact and book a time with our experts to discuss your 

individual situation and plan your IAM migration.

Conclusion
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www.ubisecure.com 

sales@ubisecure.com

About Ubisecure Ubisecure provides feature rich customer identity management software and 

services to help companies reduce identity data breach risk, improve operational 

efficiencies, and improve user experience.

 

The company provides a powerful Identity Platform, deployed as IDaaS, Cloud, 

or on-premise software. The platform consists of productised Customer 

Identity & Access Management (CIAM) middleware and API tooling to enable 

single digital identity benefits across multiple applications. Capabilities include 

enabling complex authorisation and delegation workflows, single sign-on (SSO), 

frictionless multi-factor authentication (MFA), user identity management, and 

pre-established connections to dozens of third-party identity providers (social, 

mobile, and verified).

 

Ubisecure’s Right to Represent is a representation governance solution offering 

a fast and easy way to assert and verify an individual’s mandated rights to 

electronically represent their company, including financial, signatory, or 

other authority. Ubisecure’s widely used Delegated Authority solution allows 

individuals and organisations to manage which users and organisations can act 

on their behalf to dramatically reduce costly, time consuming and delay-prone 

manual workflows.

 

Ubisecure is accredited by the GLEIF to issue Legal Entity Identifiers (LEI) under 

its RapidLEI brand. RapidLEI is a cloud-based service that automates the issuance 

and registration of these highly assured organisation identifiers.
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